

FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

^equitoLsO v A. R\'j Pooict \-v v wr\3Vv tPVd 


NAMf OF S\ MTM , PROJFt 


Derived From: 
ClassBred By; 

ReaXOrs: 
Declassify <>.8c 


SYSTEM/FBOJECT N 


FBI OAC/FCLIJ FO€ 
Name 


IB Dt\ IMOS 1\URWIR\ 11 U'PfcOX \1 S v mplue as os coav .m 5 with I.HvRiao policy 


Bi ocr on NOn spy- t os othe? a op - 
executive as Division determinc-i) 


Division Privacy Officer 


inter era Iona: Operations i Dsie si pried: CAx 


Signal:.; re:|_ 

: : Dale signed: 


After all division approvals, forward signed bard copy plus ftleetitmfe copy io FBI OGC/PCLO i JFii 7338). 

(; nc rB; bnvacy sod env.d Liherocs Of Seer'•> deknoomksorts, conditions. and/or fired approval oiii be recorded on 





























b7E 



.System does nos. collect msimain, or disseminate Pit 

System is grtmdfistbered (m existence, be lose 4/t?/20b3i no later changer posing significant privacy risks,-. 


\_ A in relates to internal ^ us » ^ 

_System bat: bees; previously assorted iodo an evaluation similar to a ISA. 

No significant privacy issues tor privacy issues sure unchanged). 

Other theses st.sr): 


A noi sc a b 0 S O RN(s): .. . ..., .... 

Notify FBI RMD/RIDS per MIOG 1S0.2.3? ...X... .N 0 .Ye:i~See sample EC on PCLU mtranet web; 

imo'0;.osSs cd.)OfOGC/l ."i"r;/QCJ..t..:/Pr;V>;-C v<V to; i do 2f>L.ibc:tie.s": --2s.O. ibrarv : jorm Or 01 log 190-2-3 ecmnd 


SORN/SORN reviNonfs) required? .No Yes (indicate revisions needed}: 





























OBPIY/FOROLEI 


!. INFORMATION ABOUT THE SYSTEM / PROJECT 

I. Provide a general description of Iks system or project iimt iBelmles: mm* of tke system/projes 
iacla.dmg associated acronyms? structure of Iks system/?>rojeck pargmae; nature of ike mformsiio 
in ike system sod bow k will be nsed; who will have access to Ike mfo-rm&ibm in ike system ami ti 
manner of transmission to si ctser s> 



Ooes me system/preyem collect mat main, m 
demisable foan, t.e,, l.s information linked to c 
T personally Omni r hole informtmon (FI!)}? 


nfbmiattoo ab«: 
nc ; 'iii^ Oeals 


1 VNMHl i* 1 f Mliimmr=F?IUUOY 
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I V i ySMi ll I> NT] 


ONLY I 


X YES, If yes, cheek ail that supply: 


SSNs are necessary to estabbsh/oofobin the identity of subjects, victims, vfonesses 

'i v' ' n * s- a m <. * ,j ^ ' n „ v v, ' 5 

_X SSNs are necessary to identify FBI personnel in this internal administrative system. 

SSNs are important for other reason*. Describe: 

X The syrtern-protect provides speetai protection to SSNs (e.g., SSNs are encrypted, 
hidden front ah users via a look»np table, or only available to certain users t, Describe: 
SSNs in the database are available only to IVOTU personnel, and access to such 
information is reflected in the audit log. 


is ot j ! k s s\\„ \ "j , t m , sp,<, , ooltn nS\s 

Explain: 

6. Docs the systemrprofoet collect any information directly Iron- the person who is the subject of the 

information'? 

.NO. [If no. proceed to question ?,] 

X YES. 


a. Does foe systern/prqject support erbufoak CT, or PCI Investigations or assessments? 

.YES. [If yes, proceed to question /,] 

X NO. 


b. VK ' < 5 * n t ! \ O. I O* i 1 . I \ v X k 5 V M \ t I 

Privacy Act te)(3) statement (either on the collection -form, or via a separate notice}'? 

.NO. [ The program will need to work with f CXIJ to develop/lmplement foe 

necessary formfobj 

.X.YES. Identify any forms, paper or electronic, used to request such 

informa tion from the information subject: A Privacy Act notice Is contained on 
| |appiieation .forms. 


Has foe system undergone Certification & Accreditation (C&A) by the FBI Security Division (SecD)? 

,,..X. NO. If no, Indic ate reason: if C &A is pending, provide anticipated eomplebtm date: 

C&A for the ] [ database Is ponding; target completion dote is April 2010, 

.. YES. If yes, provide dale of last CX A eertiilcatlou/re-certillcation: 














Y ES. If ms, please provide the dike 
and name or BBe of the OMB submission: 


is this a national security system (as determined by the SecD')? 
X YO. YES, Don’t kn 


Status of System/ Project: 

. Tb-is xs a new system/ project in development. |If yen cheeked this Mock, STOP, The 

P I A is now complete nod after division approval(s) should be submitted to FBI 
OGC7PCL1J for Em:d FBI approval sod determination if id:A and/or other actions are 
repaired .j 






II. EXISTING SYSTEMS / PROJECTS 


1. When >vas the systent/proieet developed? 4/1996 


2. Has the syste;Wprqieei. undergone any significant changes since April I ?. 2993'/ 

% NO. [If no, proceed to next question f i 1.3).] 

\ fx. If yew i she . a couch 'U t.o self '.vote ..mag-xw were rwoUed truurk nil hexes that, 
apply); 

X eon version Norn paper-hosed records to an electronic system. 

A ehanee poet information in a format that Is armnymoua or non-ideatittable to a 
format that is identifiable to particular Individuals. 

A ness jfex IT svsteni/TtrofoeL including ^ , m of a new tedinology, that 

changes how utionnanon tn idem-ha fete form m nt.an.aged. t l or example, a change 
that Could create a more open environment and/or avenue lor exposure o! data mat 
previously did not exist.) 

A change that results in mtormatiou in foentmahk form being merged, cemraumd. 
or matched vvitlt other databases. 

A new method of authemkating the use of and access to uthsnuaiion In identifiable 
term by members of the public/' 

A systematic incorporation of databases of iufonuation in identi fiable fonts 
t < 1 so iUe 

A new mteracenev use or shared aueucy functusa that results In new uses or 
.. exchanges of mfonnatlon irt iderforkhie fonts 

A change that results in a new use or disclosure of loformahon trt identifiable fonts. 

A dtarnte that results In new Items of information in identifiable form beam added 
into the system/prpieet. 

Changes do not involve a change in rite type of records rtuumafoed. the individuals 
on wnom records are maintained, or the rise or dissemination of Information born 
the s> stem. protect. 

”fo i for in. foe brief vyphmaiiouj: 


3. Does a PI A for this sy stem/pro | cut already exist? X NO. YES. If yes: 

a. Provide dak/title of the F1A; 


b. Has the sysrem/project undergone any significant changes since the PIA? NO. YES. 

I The FT A Is now complete aod after division apprevfoffo %hmM be sobmdted to FBI OG€/P€Ltj 
for final FBI approval and determfofoioo if ITA and/or other actions are required ,| 
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HWt I Hi xri*KO% \* IH 


b PfA to A pubsished on FBI.COY (after atrv RAID F01A redactiorts>? Yes. Ye: 

X PI A is not repaired for the tblkoving reason.; s>: 

System dees not collect.. omacain. or disse-nutate PO. 

System A grandfathered (In existence before 4/s 7/2003; no later changes posing slgmt 
brfbnrtatton in Use svstssrr relates to internal eovernment castrations. 

System has been previous; v assessed under an evaluation similar to a hi A. 

\ \o mgeuVant piote \ ' y -■ \'■ -vs w' 

Other: 

leant privacy risks). 

Annhcahie SORNist: Co:r;m.;ter Systems Astir 

its- ana Aeees 

Records. DO .MAG 


Notify FBI RMDNRtDS oer MIOG 190.2.3? > 

No 

Vav-Ses: sample EC on PCLU Intranet website here: 

hnpvh'KseXOO CNIC LIB PCLU/RrivacvC bet 

G20LI Pestles' 

32 b I... f bra rye term ter miog! 90 2 - 

eoe.vpd 

SORMiSORN rev Isieofs} required? X No 

.Yes: 



X r \ XV ' tv. V t 

' V v VV 

os? X No Yes: 


RECORDS. The urogram should cnnsuh veldt RA 

ID to identic: 

tesoUc nnv Federal rccordOetecOonie records issues. 

V N' S V V V S v > a V V In O V V V \ 

schedule approved by the National Archives and Records Administration ;s necessary. RslD ears provide advice or; this 

v' \ ' V 

shrunk: Recur 

tkecoina Certification and arts neeessarv updates. 

x ' V 








l Unit Chief 

Monatme 



: Privacy 1 and Civil Liberties Unit 

Date Slatted 


Co/d P//; 

James 3. London, Deputy Genets! Counsel 

Signature: 


/ / 

i FBI Privacy' and Civil Liberties Officer 

Date homed 


"''V ; / 
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I. Provide a gcaeral description tsf the system or project that includes; (a) mm$ oi 
the system/pro jeep including associated acronyms; (!>} structure of the 
sysie.m/pn>|eet including Interconnections with other projects or systems; fe) 
purpose of the system/projeei; fd) nature of the information in the system/project 
and how it will he used: (e> who will have access in the information to the 



3. Please indicate if any of the lolloping characteristics apply to the in formanon in the 
system about individuals: Bear in mind that log-on information may identify or be 
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If ym market! any of the above, proceed fo Question 4, 


None of the above, If none of the above, describe why the information does not 
identify specific individuals either directly or indirectly. 

4. Does the ay stone project pertain only to government employees, contractors, or 
consultants? 

NO X YES 


5, Is information about United States chi/cos or laofaby admitted permanent resident 
aliens retrieved born the sy steer pro wet by mane or other personas identifier? 

X.NO. flf no, skip to question ?,) 

YES. jlf yes, proceed in the neat question,^ 

6, Does the sysiem/proiec; collect any information directly mom the person mho is the 
subject of the inibrmadorD 

NO £!f no, proceed to question j 

.YES 


a. Does the syswm/proieei sttppttrf criminal, CD or FCf investigations or 
asses aments? 

.NO 

_YES iff yes, proceed to question 7,1 

b. Are subjects of information from whom the intbrrnadon is directly collected 
provided a written Privacy Act (eg 5; statement (either on the collection form or via. a 
separate notice)? 

NO £Tt$e program will need to work with ECLU to dcvelop/lmplement 
t.he necessary formtsqj 

.YES Identify any forms, paper or electronic, used to request such 

foformatfoa from the information subject; 

l"N€l. aNSDI g 
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..$SNs are necessary to eslabtish/eonfnu. the identity or subjects, victims. 

witnesses or sources .in this Ian enforcement or intelligence activity, 

W\n v v X '' \ X X X 

system. 

So Ns ate important for other reasons. Describe: 

The systermprqiect provides special protection to SSNs (e.g., SSNs are 
encrypted, hidden thorn ait users via a look-up table, or only available to certain 
worn Bmudhm 

it is not feasible tor the smtemr project to provide special protection to 
-Wx Fxpbm. 

. X .No. 

Yes. Information systems operated by contractors for the FBI rosy be 
considered privacy Act systems of records. The federal Acquisition Regulation 
contains standard contract clauses that must be included in the event the system 
collects, maintains or disseminates P.0 and additional requirements may be 
imposed as a matte? of Department of Justice policy. Consultations with the 
Office of the General Counsel may- be returned if a contractor Is operating the 
system tor the FBI. 

bias tile system undergone Cortilkation & Accreditation fC&A) by the FBI 
Security Division (SecDD 

NO If no, indicate reason; If CNN A is pending, provide anticipated, 
completion, date: 

. X .YES If yes, please Indfon ie the Iblltmlng, if known; 

Provide date of last CNN,4 eeriiEeoifoo/rememi&ailoa? 
Oefober tih 2811 
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Integrity; Low Moderate X H igh Lodefmesl 

Availability; _Low Moderate ....X Jltgit Lhdefmed 



YES L'yoix indicate whkh of she IMkwing changes were involved (mark si! 
changes that s§>pi>% wod provide brief explasmtknt for each marked change): 
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A new method oi authenticating the toe of and scenes in 
otfonnation i n identifiable form by members of the public. 


A systematic incorpa.rat.ior> of databases of information its 
identifiable form purchased or obtained from eommcifoal or public sources. 



A change that results in new items of information in identifiable 
form being added mm the system/raw ecu 


Changes do not. involve a change in the type of records maintained, 
the individuals on udwm. records are maintained, or foe use or 
dissem btatiots of information from the system/project. 


Other 1 Provide brief explanation!: 



a. Provide dafo/titfo of the PI At 
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HA \t FBI AFrilCH U iONPIOOV? x v , 

____ X x _ _x* X x_ X 

_PIA i.« reqtbred by bbc H-Governraeo: Act, 

HA x to be completed ■- st matter of FBMXXT discretion. 

U PI A to be publicised on PBI.GOV {alter any RMD P01A redaedoos}?.Yeo. .No OrtchcaO 

\ ' ' X O xx.x x „ x\. 0 x N v\'xx „ x X s 

v \ \xx ' COxX xOb\ a ' > X<'<' * ' x ' 

s tcAm sa ptaSxdGtlrood (m eesescuco bxhlxo ~ Abie, CxGySi Oeo >. x p-xouc ?oO'P\c % ps oyo- '"xkxV 
\ Wanmlxm - &<? system relate* to nsiereai goverrasseot operations. 

Syssros rv iwv oro\ yux,\ mde? ms mGcs-e,"", xor m , < & PI \ 

_\0 X;gOrt'{cdt5 ' \x' SxxX X x Xv xx'-> < »x x " v° 


vrpxobA s(ik\ 0 s x ; ii.;"":z:.:zzi""zzi:.z. 

\ [b'GPS! vaot* H |x Vx |Ve» vox >'xit o AO.X n x sx v b , ^x. 

\ N ‘mo O''* O' «C , lb PCI C P"x vxe x," At ,Vrt xY'\>\M Or«?■ % fji ntso^yo, -A' xV x 

\ GxA'Px.o x,x U !\, , u '' \ Ye ndt<; vksoos seeded): 


N V \ % Y' Xx X 0 A” ' x' V < x s 'x'. xX O CxxxCx *1 \o ^ Ox 


P> ' K 'N x \ O'.x " X'x"x 0xv x Xx J 'X RVPv xxt) A Xx v X x x xM* Ox Ox oho ' x x> 0 x\\\ 

I b« -xoY"' lo.'.x x mt-on PoxboU '.x'x'ooW 'Gy; ho; x't no; o CxYYYx P"Vxxo> Act Ycacst,-. a'J, o; coo o-c: 5 s tccortk 
schedule approved by too National Archives and Records Adnbmsbotket is accessory. RMD car provide advice on this 

X ' X X ^ x . rCQCP C '_ xOx f x X Axy-X X X X X x X X X X X X X Qxx X ? _ 


[ x i oy"' Gsrc-Guo 

x "x x G 'x 1 'X X OX X * "X'xC b x' ex'- - 

X N x ' ! X ^ ^ V X ' s x> 'Xx y „ XX x X. 

px, x x> xxiy.Qxi iduocs ^bixY j DateSkeed: "px,., / ? qa 
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4S?TPteATI0R<mn'ROL 
0-APPROPRIATE 


I, ^ \ a v ^ 4 descripthm #f the system or ftrejeef that mdmles: is) sa»« v 

the system/p rojeet, hteksdfog associated acronyms; (l>) stnseixre of the 
systersdprojeet, i.odttd.mg kdereosssseetksos wash sstfser projects or systems) fe) 
purpose of the system/projeet; (sl> ordure of the iefhrsssuSsess m the system/projeet 
aad how 'it will he used; (e) who will hove access f« the mfm'mMkm m the 


2. Does the syssem/proieet collect • 
individuals lee., a hamasr being or n 


ils-armxxue rosy informs dors sbo 
record less of nationality)? 


X.NO Ilf sox STOP,- The FT A Is ssow eosn| 

■hxsskl he submitted so FBI ODC/IX IN. for food F 
dheswise advised, os* FIX Is respired, ji 

YES I lf yes, please t&otmoo j 


5 oboar Inch kiaaO: Boos 
O os ao individual. 


sasaeiesNhcs apply to the Mfsrrrxalion I; 
:. log-oo information may identify or be 


he issionxsxoa. bitecdy identifies specific i. 
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If you marked my of the above, proceed to Queslioa 4, 



HO, |If ao, skip to <pe$t!oa 7,j 

YES. [If yes, proceed to the next puerdom] 



Ilf oo, proceed m qmsthm 74 



HO [The program will oeed to w ork with f*€LU to develop/loiplemeot 
the necessary fbrm($gj 
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__ YES Idesdfy mw forms, paper or eketrouky used to request smtfc 
mivmmtkm from the information subject; 

7. ' v \\ ! ' \ ck ' A\sK t 0. u X f , i w, s’ »v 

syatcm/projecf? Full SS Ms should only be used as .identifiers in limbed instances. 

NO YES If yes, cheek all that apply; 


.SoYs are necessary to establish- eoniitm the kooky of subjects, victims, 

witnesses or sources in this law enforcement. or intelligence activity. 

SSNs are necessary to identify FBI personnel in this internal administrative 

^N\\ s ^ v s O 

, ' V , . v. O V ' ' x t ' , 

users). Describe: 

SSNs. Ibephdsn 

Is the system operated by a contractor? 

No. 


_Yes. bub emotion systems operated by contractors Ibr the FBI may be 

considered Privacy Act systems of records. The federal Acquisition Regulation 
contains standard contract clauses that must be included in the event the system 
collects., mai.nta.ins or disseminates Pll and additional renoireinants may be 
imposed as a manor of Department of Justice policy. Consultations with the 
Office of the Genera; Counsel mas bo required da contractor is operating the 
system for the FBI. 

9. Has the system undergone Cerirticadon & .Accreditation (C&A) by the FBI 
S ecu my Dim s io n (Sect)}'? 

190 If no., Indicate reason; if CkA Is pending, provide anticipated 

completion da te: 

_ YES if yes, please hidkaie the follnwing. if known; 

Provide date of Iasi C&A certifiestinn/re-eeriliication.: 
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C^ofkieoftsllty:. 

.Lew Moderate 

lllgfe... 

Uodeseed 

Integrity: 

Low Moderate 

High 

Lodsflood 

AvaiMdJIty: 

Low Moderate 

High 

UedeOood 


Not applicable ••• this system is only paper-based. 
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I (). Does the system conduct data saining an defined in Season H04 of the 

rnwiernenling Recoernieodations of the oh I Commission Act of 2007, P L 1 Kb 
53 ; codified at: 42 If SC POOhechC? 

.NO 

YES if yes, fdease describe the dots minting function: 

.HO YES 


12. Status of System/ Project: 

This H a. note system/ project in development. id! you checked this block, 
STOP, I he I'd. \ is nets complete assd often division approve inn should bo 
submitted to FBI OGPdPCLC loo fund FBI approve.! and doternurnkion if 
PI A and/er other actions arc reguwesU 


IP EXISTING SYSTEMS / PROJECTS 
!, When, seas; the systenvprehect developed? 

2. Has the system project undergone any significant changes since April 1 2003? 


YES s v v ». ^ ^ r\-G 

changes that apply, stud provide brief explanation for each marked change); 

A change irons tnibnoation in a for mat that is anonymous or non- 
identifiable to a format that ts identifiable to particular individuals. 

A new use of art IT syaccrn/protecb including application of a new 
technology. that changes trow information tn identifiable form is managed. 
(For example, a change that wo a Id create a name open environment and/or 
avenue tor exposure of data that previously did not exist.; 

A change that results in information in identifiable form, being 
merged, centralized. or matched with other databases. 
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A new method; of authenticating (he use of and access to 
information in identifiable form by members of the 'public. 

_ A system atic, incorporation of databases of information t 

identifiable form, purchased or obtained from commercial or public so 

A new interagency use or shared agency function that results i 
new uses or exchanges of information in identifiable form. 

_ A change that: results in a new use or disclosure oflnformstior 

alcnmi&blc form. 

A change that results m new items of information in identifiab 
fonn being added into the s\ stem p~py\:. 

Changes do not involve a. change in the type of records juu 
the individuals m Whom records arc maintained, or the use or 
dissemination of information horn the system/projeet 

Other 1 Provide brief explanation!; 

3. Docs a PI.A for this system/project already exist? 

. NO _YES 

if yes: 

a. Provide date/tiife of the PI.A: 

b. Has the system/project undergone any significant changes since the PIA? 
.NO ..YES 


I The Ff A Is ssw complete cad alter division agprovalla) should be sabudded ft 
FBI OGC/P€L b for dual FBI approval and determination if FI A and/or ether 
actions arc respired J 


EPIC-14-06-04-FBI-FOIA-20150519-6th-Production 






FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# 1272295-0 

Total Deleted Page(s) = 9 
Page 1 ~ Duplicate; 

Page 2 ~ Duplicate; 

Page 3 ~ Duplicate; 

Page 4 ~ Duplicate; 

Page 5 ~ Duplicate; 

Page 6 ~ Duplicate; 

Page 7 ~ Duplicate; 

Page 8 ~ Duplicate; 

Page 9 ~ Duplicate; 


xxxxxxxxxxxxxxxxxxxxxxxx 

X Deleted Page (s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 
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(OGC'PCUJ (Rev. 04/01/20!!) 


FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM / PROJECT: 


BIKR FBI Unique Asset ID: I 


Derived Ymm* 

SYSTEM/PROJECT POC 

FBI OGC/PCLU POC 

Classified By: 

Name! 1 

Name: 

Reason: 

Program Office: !TB 

Phone: 

Declassify On: 

Division: ITSD 

Room Number: 

PhoneJ 1 

Room Number: 8979 




FBI DIVISION INTERME DIATE APPROVALS 


Program Division: D! 


FBiHQ Division: ITSD 


Program Manager (or other appropriate 

Division Privacy Officer 

,- «> - 


Signature: 1 , 1 

Signature: I 

Date signed!--- 

LiA/ 

Name: 1 1 

Name:] ! 


Title: Acting Chief, 

HU MINT Management Unit I 

MAPA 

Signature \ • 

Signature: I i 


Date signed: y 3./J 

Name:| | 

Date signed:_ 

Name:! ! 


Title: IT Specialist 

\ Title: Chief Process Pohcv & Metrics Unit j 
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UNCLASSIFIED 


FINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS; __ 

_PI A is required by the E-Government Act. 

__ PIA is to be completed as a matter of FBI/DOJ discretion, 
is PIA to be published on F8i.GOV (after any RMD FOIA redactions)?_Yes. _No {kdteafo 


x PIA is not requited for the following reason(s); 

__ System does not collect, maintain, or disseminate PH. 

” „ System is grandfathered (in existence before 4/17/2003; no later changes posing significant privacy risks). 
Information in the system relates to internal government, operations. 

System has been previously assessed under an evaluation similar to a PIA. 

_No significant nrn/arv (nr nrnai-.v issues are unchanged!, 

_X ftther/describe!: I_._| 


Applicable SORN(s): JUSTICE/FBI-002___Z. 

planned 

Notify FBI RMD/RIDS per MIOG 190,2.3? _x__ No _Yes-See sample EC on PCLU intranet website here: 

http://home/DO/OGC7LTB/PCLU/PrivacyCmi%20Liberties%20Library/form_for_miog!90*2-3ec.wpd 

SORN/SORN revision(s) required? ___x.No _Yes (indicate revisions needed): 


Prepare/revise/add Privacy Act (e)(3) statements for related forms? _x No_Yes (Indicate forms affected): 


RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic records issues. 
The system may contain Federal records whether or not it contains Privacy Act requests and, in any event, a records 
schedule approved by the National Archives and Records Administration is necessary. RMD can provide advice on this 

as well as on compliance with requirements for Electronic Recordkeeping Certification and any necessary updates. . 

Other: | | 


1 lUnit Chief 

Signature: 
Date Signet 


3 h &/)>£■■ 

Privacv and Civil Liberties Unit 

James .1. Landon. Deputy' General Counsel 

FBI Privacy and Civil Liberties Officer 

Signature: ;; ^ '. t £—„ 

Date Signed:' ">/ / r%.. 


b3 

b7E 
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L INFORMATION ABOUT THE SYSTEM /PROJECT 

J. Provide a general description of the system or project that includes: (a) name of 
the system/preject, including associated acronyms; (b) structure of the 
: system/pro ject, including interconnections with other projects or systems; (c) ^ 
purpose of the system/project; (d) nature of the information in the system/project 
and how it will he used; (e) who will have access to the information in the 
system/project; (f) and the manner of transmission to all users. 
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b3 
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2. Does the system/project collect, maintain, or disseminate any information about 
individuals {i.e., a human being or natural person, regardless of nationality)? 

..NO 

X YES [If yes, please continue,] 


3. Please indicate if any of the following characteristics apply to the information in the 
system about individuals: Bear in mind that log-on information may identify or be 
linkable to an individual. 

(Check all that apply.) 

X The information directly identifies specific individuals. 

___ The information is intended to be used, in conjunction with other data elements, 
to indirectly identify specific individuals. 

X The information can be used to distinguish or trace an individual’s identify (i.e., it 
is linked or linkable to specific individuals). 

If you marked any of the above, proceed to Question 4. 

_ None of the above. If none of the above, describe why the information does not 

identify specific individuals either directly or indirectly. 

4. Does the sy.stem/project pertain only to government employees, contractors, or 
consultants? 

X NO _YES 

5. Is information about United States citizens or lawfully admitted permanent resident 
aliens retrieved from the system/project by name or other personal identifier? 

_NO. [If no, skip to question 7,] 

_ X YES. [If yes, proceed to the next question.] 

6. Does the system/project collect any information directly from the person who is the 

UNCLASSIFIED 
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subject of the information? 

__NO [If no, proceed to question 7.j 

X YES 

a. Does the system/project support criminal, CT, or FCI investigations or 
assessments? 

.. NO 


X YES [If yes, proceed to question 7,J 

h. Aire subjects of information from whom the information is directly collected 
provided a written Privacy Act (e)(3) statement (either on the collection form or via a 
separate notice)? 

_NO [The program will need to work with FCLU to develop/implemeni 

the necessary form(s).f 

_ YES Identify any forms, paper or electronic, used to request such 
information from the information subject: 

7, Are Social Security Numbers (SSNs) collected, maintained or disseminated from the 
system/projeet? Full SSNs should only be used as identifiers in limited instances. 

_NO X YES If yes, check all that apply: 

X_SSNs are necessary to establish/confirm the identity of subjects, victims, 

witnesses or sources in this law enforcement or intelligence activity. 

__ SSNs are necessary to identify FBI personnel in this internal administrative 
system. 

_SSNs are important for other reasons. Describe: 

The system/project provides special protection to SSNs (e.g., SSNs are 
encrypted, hidden from all users via a look-up table, or only available to certain 
users). Describe: 

_X_It is not feasible for the system/project to provide special protection to 

SSNs. 
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8. is the system operated by a contractor? 

X No. 

_Yes. information Systems operated by contractors for the FBI may be 

considered Privacy Act systems of records. The Federal Acquisition Regulation 
contains standard contract clauses that must be included in the event the system 
collects, maintains or disseminates PH and additional requirements may be 
imposed as a matter of Department, of Justice policy. Consultations with the 
Office of the General Counsel may be required if a contractor is operating the 
system for die FBI. 

9. Has the system undergone Certification & Accreditation (C&A) by the FBI Security 
Division (SecDJ? 

_NO If no, indicate reason; if C&A is pending, provide anticipated 

completion date: 

X YES If yes, please indicate the following, if known: 

Provide date of last C&A certifkation/re-certification: 
04 / 26/2010 

Confidentiality’:_Low_Moderate X High_Undefined 

Integrity: _Low Moderate X High Undefined 

Availability: _Low Moderate X H igh Undefined 

_Not applicable - this system is only paper-based. 

10. Does the system conduct data mining as defined in Section 804 of the Implementing 
Recommendations of the 9/11 Commission Act of 2007, P.L. 110-53 (codified at 42 USC 
2000ee-3)? 

X NO 

______ YES If yes, please describe the data mining function: 

11. Is this a national security system (as determined by the SecD)? 
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NO X YES 

12. Status of System/ Project: 

_ Thisisa new system project in development. 


II. EXISTING SYSTEMS / PROJECTS 
L When was the system/project developed? 10/26/1998 

2. Has the system/project undergone any significant changes since April 17,2003? 

X NO [If no, proceed to next question (II.3).] 

_ YES If yes, indicate which of the following changes were involved (mark all 
changes that apply, and provide brief explanation for each marked change): 

_ A conversion from paper-based records to an electronic system. 

__ A change from information in a format that is anonymous or non- 
identifiable to a format that is identifiable to particular individuals. 

__ A new use of an IT system/project, including application of a new 
technology, that changes how information in identifiable form is managed, 
(For example, a change that would create a more open environment and/or 
avenue for exposure of data that previously did not exist.) 

_ A change that results in information in identifiable form being 
merged, centralized, or matched with other databases. 

__ A new method of authenticating the use of and access to 
information in identifiable form by members of the public. 

__ A systematic incorporation of databases of information in 
identifiable form purchased or obtained from commercial or public sources. 

__ A new interagency use or shared agency function that results in 
new uses or exchanges of information in identifiable form. 

__ A change that results in a new use or disclosure of information in 
identifiable form. 
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_A change that results in new items of information in identifiable 

form being added into the system/project. 

___ Changes do not involve a change in the type of records maintained, 
the individuals on whom records are maintained, or the use or 
dissemination of information from the system/projeet. 

_____ Other [Provide brief explanation]: 

3. Does a PI A for this system/project already exist? 

X NO _ YES | 

If yes: 

a. Provide date/title of the PI A: 

b. Has the system/projeet undergone any significant changes since the PI A? 

_NO _YES 


UNCLASSIFIED //J0UCT 

EPIC-14-06-04-FBI-FOIA-20150519-6th-Production 


epic.org 


EPIC-1966 








NAME OF SYSTEM / PROJECT? 


FBI BIVISION INTERM EDIATE APPROVALS 

[ Program Manager (or oil 
j^vx yF'AN 

, Signature 

\ \ ' *. k s : n ' ^ \ ■, 


otlter appropriate 
determines} 


dYN'd iO is vn " ' Medium ';F , X -vX/ \X""' 

ns!) »kn.«.\* ** ^ 

j Name; James E, Short, Sr, 
ritks Section Chief, Systems Smrxm 


Signature: 
Date signed: 
Name: 

Titte: r 
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V V v' V ' 'v ' s N S S \ . .x ' X N O 


! RECORDS. The program should eoovok svhh RVU> r.o idc'nRfyCevSve any Federd recradsCksdrseov records issuer, 
i The system may contain K-dond seconds whether or ret h ecehams Privacy Act request., are, in arty evert. a records 
I scheode approved by the Naooo^^rrddves and Records Administration is necessary. RMD can provide advice on this 
i as well as or; compliance o Ch requirements Oar Elect ron. i c Re cordkeeping Octl dk ation end any acc essary updates.. 



























jL t'AA ide ;s ges^-snsl steM'n|Us«'?s ,'C ifu' "A \fesss Ar |vrA$m Ons? nselmk"v v nsi *nn 

rise system/projeci* including ;s*ss>£lsded acronyms: (I?) si'raciare of tie 
yystem/projeet, includiug interconnections with other prelects or systems; (e) 
purpose of the yvstem/projecf; 0} nature of the luformatk»o m the system/pmf 
sstsst how ii will he used; t'e) who will have access to tl.se information m the 



iff eov please *top<l 






5. Is nubrmatkm about Earned Slates oilmens or km tally admitted permanent resident 
aliens retrieved from the syaienvproject by name or other' personal identifier? 

N O { t f n a, a kl p to q u e$t km 7, | 

.X.YES | If yes, proceed to the next gwesiioo,| 

6. Does the system/project collect ;xny mlormaiion directly from the person who is the 
subject of the bribrroahem? 

NO flf om proceed to qoestloo 7,1 



NO 


\ a I A jit son, poaml to puesthm Xj 
b. Are subjects of information from whom the nfomnibson is directly collected 
separrtte notice)? 

NO f'The program will need to work with E€LE to 
des eiop/iosplemeot the neeestmry fbr:t«ts)>t 

YES Identify stoy forms, paper or electronic, nsed to repnest sneh 
inforrnMfoo from the lofornmtion sohfoet: 

?. Am Social Security Numbers NSNm collected, mmmfoneb or disseminated from the 
.NO .X.YES if yew cheek all that apply; 

.X.SS As are necessary to establish/conhno the Identity of subjects, victims, 

admlnistmta ve system. 

, v ' v e «' owe' thvuH 
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system for the FBI. 

Division -SecDV/ 

NO 11 no, mdkate roa*m»; if C«&A k pending, provide aotidpotei 
completion dike: 

.X.Y PS If yes, please Indicate the following, if known: 

Provkfo date of last C&A eertifk'ntkjii/re-'etrtli'leatinn: 


(|i//F0lJ'0) Confidentiality; tow Moderate^ High 

1 U//F()tiO) integrity; .tow.Moderate X High 

(lY/FOIJO) Avdkhildy: Low_Moderate ..X High 


Mot applicable - this system is a;by paper-based. 
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YI * S I f yes, p £e a pro v ute tft e d a te mx d asm e o r 

idle of th« 0MB ^tefcioa: 

1 i. Dees (he system conduct dees, mining as defined in Section 104 oi I be Implementing 
Recommendations of the 9/11 Commission Act of 200'", P.1,, 1. HT53 (codified at 42 DSC' 
loffoeefo;? 

.X.NO 

4 i o H' u'v phnw d<wenhv the data mmma Innefom: 

.NO „ X... YES 

This is a new system/proieet in development 


significant changes since Anri! ! 


'NO fIf no, proceed to steal rpestfon 013)4 


X . YES iff yes, indicate which of the fo.Howl.og changes were devolved (mark all 

changes that apply, and provide (rriksf explanation for each marked change): 

A conversion Rom paper-based records to an electronic system. 

A change front information in a. format that Is anonymous nr non- 
I dent! tin hie to a format that is identifiable to particular individuals. 

A new esc of an J'T system-pm ww. including application of a now 
lesimofogy. that changes hots information In Identifiable form Is managed 
(For example, a change that would create a more (men environment and-or 
avenue for exposure of data that previously d;d not exist.) 


ONYXAShhEiED/AuAR ftID 
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_ A systemic incorporaimn o: dae;heses u: mlbmito -mi 

v.*o . hh e ' evnA see > a' ee\ I ' " , o v\ co'- 

.X. A new interagency sice or shared agency function the! results in 

.nv * s ' a rm a < * v ' < 

Os \ s o„ v \ he \ a ton >. ^ ^ 

v < ! have been given limited access to ACS V search terrorism-related 

case information. 

X V ! St ^ X -v i X ^ V. 

identifiable soon 

x v m ^e. r ev v ! e , ' v c 

form being added no the syes.e.m/proiec? 

_ ( I no sea* dr he „ <* ^ u\ „x m * ~ < va > K n ->e 1 

the individuals on Alvm fxvonle ere maintained. O' the me or 
dc'Scovnoiiau at uuennadon from the system payee! 

Other |Preside brief exp ha nation!: 

Does u :v i \ ho ! da .-"tcm pmwei a ax ad t cwt' 

.x.NO ... YES 

If yes: 


a. Provide date/tide of the PI At 












FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

Comvaicnt s> the DOJ MM'M’sv; Araearmem: (IFA}} 


WCtk A A 4 Xv \ N< \V \\s\ 

B ! K^i mon Otis^ iiM ' V" ' ' ! 


i Herded From; 


FBI OGC/FCI4J FOC 

C bedded By: 

Same: SSA | | 

A s mo ; 



tbeOSOf: 


Forme: 



On; 

DMte Cim/SAS/ASt 1 I 

loom' 

Nsrsber: I'FiO JEH | 


i i 





i Room Ssedeo: MmiSSSSS Airport 





EBi I>mxiUN ?A tA'RolEIB A FA AkPRCV'AiA 



Ih'egrsre Manager (or other so prop rick 

exxsAPm v iFi;r\Nm\'C"r"oos> 

EBtEODoCmc UAC 

Frogoorf: Dlsssmo: 

Signamm: A 

Signbme: A 

GIRO 

„ V \ „ 0 A ^ ; 

Pate signed; 


v,. -1 1 

\.,rx:I For 1 Amor 


I Jl •;...: Supervisory Special Ageb, Aviation 

Idie: Sermon CCeo Survenbroe sod 


Support Com A SB., SAS. CISC 

A v i a don S or; dor; t S AS} 

Dro; sior; Atv aeyO1;cor : 

Signature: A 

| ksgostom: 


Dateamned: ICiAibaOik 

i Date signed: 


•<-•■1 ~l 

Name: 


1 ilk: ok Am,DC 

Tide: 


After sd.I division approvals, foremrd signed tmrd c«>|>y pies ekxPnosk copy to FBI 0GC/RCLU (JEJJ 7338). 
id; koCog page.) 

Cprm final FBI approved, FBI OGC/FCLU will mBribnm as telkm-s: 

1 • Signed origins; to oic ivo-HQ-Cled: 794 (fwd to JEH IB 204 vis PA- 520 ) 
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FINAL FBI AFFROVAL / BETFRAfINAT.?ONS / CONDITIOASi |||i|||||:i|:||i|||||| by |||i FIB 
FCi': *TA mimics: ?|e siw W' *m m iht «&r p*§*>»d 


PIA is jvqiiircd by \' EAfoverniTierO Act 
PlA is .vp bo Cvpr^Hftv six a souisicr rfo HU IX U diAiOOoo 
h "A \ ssi x>pub* s esi< u I i* < * A' i »»K« »A Ffo > Of \r *ILv 1 * .Yes. _No tuM reason): 

\_ W \n' X ^s ' V o OAi* 'x xo\x' 

vx v s x Os ■" ' - v^iePJ 

X' v. ' ^sit jf (U tsXIX S£!fe|belief 4 1' H*'! > >b|iv !> <-! UCX V-xm x, iVOOCnt ftKOt r 

\ * 0 f \ ' ' s ' o sx ooss ,' ' ox v 

\ X s's-sX X x X X FM 

X \ > S *■ f XX s-x i. > X § { 5 


Ayr- sxO - e ofofofo A; .PBR >02 ._.;.^ . 

\ x ! s\'x x^ I V 'x svK' x> 2 ' \ XX X vN ' V X " vs'^X s‘Ox 

X. A ! x N x > X X I. Ft O k , __i x -x ^ s i 

Xx?RX s'R-'RB ii‘x''- 5 ^ v^s'eo' X \'o Yes (imlkato k' x « .needed); 


v xooui H Act (c)O) AHemem* for related forms;? '\ x _W" < * te fo"; sUfoex 45 


x xR 5 '' XX ' -XX v si, v x'l Xlx V i ' X ^ X. v £ x vN v X s > X 

' oxx ^o»' rn-siy xo.'iuor: K>:pfo? reveals e horAo-r o ; nq$ it xcniaes ft coy ,-\o$ re-p 'x %sj«<t;n ir x oreel a ItA AX 
'.C? & approved by she Nadoofo Archi vex aod Records AdjHnfobsitfoq is ? cor foxy RMD csa provide advice eo 

' sax <*?'. c«u"\t axesC A H k'oru'Hoo i'e; •' Xvuv'oo ReaoHvropme« xia'focnee :snd?o x ou'x >n u.yrfe o 



* X ^ x* ' xX X s. < x'x XX X i x.^? I l \vffol'' 

(Aetmg) FBI Privacy ere! Civil Liberties Officer j Dsts Sigpcd: 2/3/201 i° 
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INFORMATION ABOUT' 


1, Provide a general description the system or projoe 
lucksdmg associated acronyms; structure of the system/; 
so the system tm<i bow It whl he used; who will have see 
manner of traosimsshm to all u$m« 


, purpose; «atore of the 


rporate, sod nuhtary organs radons tohow avnmon safety sianoats: 
nation Organkatkn and the Federal Aviation AdnAnisltadon If 
as the Aviation Safety Ft an a yens eat Systems {ASMS). The FBI's 


swoonfy referred 
siagensent Synterr 


The ASMS Program will tacahtate performance ofvenous duties and responsibilities of the 
Migrans Manager (PM) tor Aviation Safety required by Bureau Aviation Regulations (BAR) Policy 
v Roved : Soctiost So. These duties and tesponasMfides generally All within one of three categories: (Is 
sasard reporting; (2; amadou safety meetings; and (3) audit scheduling. Towards this end, among other 
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N V vs Of J S\. i', * V N 1 o 

■5 ' iVnv., o "' -/'i krAeo v os huLOoio V n^sooN ,~o 'da^m hs\> ' U’c 

comity identifiable mibnrsoiio| (PH)}? 

.NO, j If ao, STOP.. Use PTA is now complete sad Mior dMsIoa approvals) steald I 

submitted f» FBI OtXVPCLl 1 for Baal FBI' approval. Hates you are otherwise advised, m 
PI A is mp imtf 
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PM nr A: ASMS 


4, - i '. w l ' o.d S . . v fay? ' -eoXedp 5 fofo\ s, v \ \ ' runsc\.o 

from 'J vv-fo, ' r v \ hx n ov o; ifpex 'e dent ,'»> 

__,X_.NO. .YES. 

5. X SO I \ ! s 1» ' " N HO 4 ..<>,! Ivl -. C \ N 'K > h ’ Xsv. ' 

X MO. YNS if yes, cheek Ml that apply: 

\ n\ v. "*\ s -. N - ^ .. v .. ! * 's'-' V s'- i 's' 

s smtx-eo u| this %y enforcement or intelligence activity. 

SSNs ere necessary to identify FBI personnel in this infornal adrnimstraevc system. 

.SSNs are important for other reasons. Describe: 

The system/project, provides special protection to SSNs fo.g., Ss V are encrypted, 
y i i e Os' p tM ' 1 f ' e ' >-« ' v" On'' 

_I? is not .feasible .for the syMwiprojeei h provide special protection v- SSNs. 

Expiate: 

" O-'cs foe e\X%n ecy.v, eolXv: .ci\ iofonouoen dneet - ' cc; the s efooo x-. ho a- tlm .v-NecC of die 
intonrufoon? 

.NO. [If no, proceed to question ' ' 

.X.YES. 

a. 1 foes .ot <N xfocet euppeo. < . £ C *y x^ lV * s p 

YiO [If yes, pmceed Co question ?.] 

.X.HO.. 
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X XO. I'Tise program will need to work with PCLU m develop/imptement the 



YES, identify oey forms* paper or electronic, osed to request toed 
mfomeilon from the iafurmaticm suMeett 



Y B$. I f yes, pk see p rov I d e tke da te 
send name or title of the OM8 submission: 



Urn ETA A oow complete not! after dmsma approvol(s) should bo submitted 
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Co FBI OGCoFC'LU for iloel FBI approval ami dotooloafiosc if PIA sad/or 
oilcer M&thm are mpfrsd ,| 
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* MO » J ' k > Wvl K ' t atllu \Nv 


.4 change from ~ In a format that as anonymous or nonudentihable to a 
format torn Is idem unable to perucnfrr individuals." 


t'.i.o j so*, t prom; i ,\\K'na<,p'k un S'n a t oh it J' o t cat 
v v !o o o \ \n> * <_m < 5 ,. o'' o mnm r ire 

that would create a more open en.v.mmm.ent aad/o.r ,o c\oc :o: exposure of data that 
previous he <hd not exist,, t 


\ d am JuOkwu '"iotorm d^lsurhfebi#! t hot v ovnm.u'rL <1 

or .matched with other databases. 


\ ' ethv v ' to t v. s. v. , vvs to s'" o 

term oy members of &e public. 


A \ ant! i't i !? of databases ' < >n in urn C, form 
pMwhmm <d •oboe;, o from connsvrenf os- onHfr sources 


x ' i v\\ i o hared enev i et s t f results e' sex 
•exchanges of inlormatron m identifiable form. 
























; INSERT C E A ST1 FI CATKIN Ki 'ON'T R < II, MASS INNS, IF A FINN) INI IA TRi 

.FINAL FBI APPROVAL I ROTRAiRNATIONT / COMimONS; IThC secchm vdi he enmpk-ted by the FBI 
EELS EC CO folIowSt;; FT A sahatRsiom The PS'A dmaRcr shosdd sk ip to she nets payv ami cnfEhtued. 


jT System does not codec;. maintain, or disseminate EH 

' Sr mco B grandfathered Bo existence before 40700)3; no iaser changes posing significant privacy risks)., 
.hs torn ;at .ion. in she system relates to internal goverraAC.ni operations. 

.System has been previously nsaesaed mater rm evaluation simitar to a EES. 

.So signiikunf privacy issues for privacy issuer arc unchanged). 




iutpxCsmte/DO; DOCK. IB d'o) !.S.:.Ariracy(hr :!fy;N!.ubcaic:B:B ; >Uiaar) .loon for n-ioc : < >o.A..s ee.v pci 


SORN/SDRN revision; n required? No 

. Fes ihnd mate re vis 

rms needed ;: 

napare. reviSAaoc onvney Act KTN statements 

tor related tonus? . 

.' .... ...- 

RECORDS. The program shva.dd cwssult eehh RM.D ro ideubfy/msoh e say Federal recordsAdeeSronk records issues. 
The system ntay oonmin Federal records whether or are .if contains Privacy Aei .request:; and. in nay event, a records 
.schedule approved by the National Archives and Records Administration is necessary. ENID cat; provide advice on Bus 


|Unh Chief 

Tie. macro 1 1 

'A v ' v . s 

X V ' N s 

</■ 

James i. London, Deputy Cenerai Counsel 

V v S v , 

omneusm: ...m"'""" ?" 
Date Sheced 

- . ' 

[INTENT CLASSIFICATION/* 


NCT, IF Af IERCIT.RI A lid 
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